


What We Are Doing
The NRC Office of Nuclear Security and Incident Response (NSIR) is 
developing a new risk-informed, performance-based, technology-neutral 
cybersecurity framework that applies a graded approach to advanced 
reactors for protection of digital computers, communication systems, and 
networks important to functions such as those for safety, security, and 
emergency preparedness. The new cybersecurity framework will require 
licensees to demonstrate protection against cyberattacks in a manner that is 
commensurate with the potential consequences from those attacks. The 
new cybersecurity framework is modeled consistent with the existing 
cybersecurity framework for operating reactors and informed by the 
operating experience and lessons learned from power reactors and fuel 
cycle facilities. 

Why Are We Doing It
The new cybersecurity framework provides an appropriate level of flexibility 
to allow advanced reactor licensees to design and implement their 
cybersecurity programs while accounting for the differing risk profiles of 
varying reactor technologies.

A Graded Approach to Advanced Reactor Cybersecurity NSIR

Source: Presentation on “Global Approaches to Small Modular Reactor and Advanced Reactor Licensing” 
available via Agencywide Documents Access and Management System Accession Number ML22140A317.

Note: This staff-proposed rulemaking has been documented in a SECY and is with the Commission for review. More 
information on the rulemaking process is available at https://www.nrc.gov/about-nrc/regulatory/rulemaking/rulemaking-
process.html.



Proposed New 
Cybersecurity Rule 
(10 CFR 73.110)
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Under the 10 CFR Part 53 rulemaking, the new 
cybersecurity framework would ensure that digital 
computers, communication systems, and networks 
are adequately protected against cyberattacks that 
may result in—

Offsite radiation doses that endanger 
public health and safety.

A degradation in the physical 
protection of radioactive material.

Safety

Security

Emergency 
Preparedness

Digital Assets
Continuous monitoring 

and assessment 

Configuration 
management

Vulnerability scans

Cybersecurity event 
notifications

Cybersecurity Program
Designed in a manner that is commensurate 

with the potential consequences
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Note: This staff-proposed rulemaking has been documented in a SECY and is with the Commission for review. More 
information on the rulemaking process is available at https://www.nrc.gov/about-nrc/regulatory/rulemaking/rulemaking-
process.html.



New Cybersecurity Rule

Cybersecurity Program
The licensee would establish, implement, 
and maintain a cybersecurity program 
for protecting digital assets within the 
scope of the rule that would make use 
of risk insights, including threat 
information, and would consider the 
resulting level of consequences of the 
threats. 

Consequence-Based Implementation

If the outcome of the assessment performed by the licensee reveals that a 
potential cyberattack would not compromise any digital assets that support 
safety and security functions, and thus would not result in the consequences listed 
in the rule, then the implementation of the cybersecurity program requirements 
would be minimized.

For example, the licensee would only need to develop a cybersecurity program 
that implements the requirements dealing with analyzing modifications of any 
asset before implementation to see if they demonstrate compliance with the 
potential consequences in the rule.

Defense in Depth

The proposed requirements would 
address the need for the licensee to 
develop a cybersecurity program that 
implements a defense-in-depth 
protective strategy. A defense-in-depth 
protective strategy for cybersecurity is 
represented by collections of 
complementary and redundant security 
controls that establish multiple layers of 
protection to safeguard critical digital 
assets. Under a defense-in-depth 
protective strategy, the failure of a single 
protective strategy or security control 
should not result in the compromise of 
safety and security functions.

Note: This staff-proposed rulemaking has been documented in a SECY and is with the Commission for review. More 
information on the rulemaking process is available at https://www.nrc.gov/about-nrc/regulatory/rulemaking/rulemaking-
process.html.



Implementation Guidance Development

Three-Tier Analysis Approach—At the facility level, the intent of the analysis is to rely on existing security and safety 
assessments to determine whether the plant’s design basis and existing physical protection system are sufficient to 
effectively prevent the potential consequences from a cyberattack. At the function level, the intent of the analysis 
is to develop adversary functional scenarios to understand the adversary's access to attack pathways that allow for 
the compromise of critical plant functions, resulting in the unacceptable consequences defined in the rule. At the 
system level, the intent of the analysis is to identify critical plant functions along with adversary technical sequences 
that involve detailed attack steps to determine active cybersecurity plan (CSP) and defensive computer security 
architecture (DCSA) implementation measures as well as system-level cybersecurity controls to prevent or mitigate 
the impact to such functions.

An acceptable approach for 
meeting 10 CFR 73.110 

requirements

Effective guidance to support 
a performance-based 
regulatory framework

Facility Level—Eliminate potential adversary scenarios through facility design

Function Level—Eliminate or mitigate attack vectors through passive CSP and DCSA elements 
(e.g., data diodes)

System Level—Use active CSP and DCSA elements (e.g., intrusion detection systems) to 
protect against cyberattacks

Leverage IAEA and IEC 
security approaches

The staff is developing implementation 
guidance to accompany the proposed 
cybersecurity rule.  The guidance will use 
a three-tier approach through analyses 
at the facility, function, and system 
levels.  

Note: This staff-proposed rulemaking has been documented in a SECY and is with the Commission for review. More 
information on the rulemaking process is available at https://www.nrc.gov/about-nrc/regulatory/rulemaking/rulemaking-
process.html.



Contact Information
Ismael Garcia, NSIR, Ismael.Garcia@nrc.gov

Tammie Rivera, NSIR, Tammie.Rivera@nrc.gov
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